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The IBM WebSphere® DataPower XS40 Security Appliance is a network device that 
can radically improve the security of XML-based Web Services. Working at the 
application level, the XS40 offers a full suite of threat management capabilities that 
support both legacy and emerging standards. The Appliance can parse, filter, decrypt 
and encrypt XML messages, sign and verify signatures, control access and more – all 
at wire speed. 

At the same time, the Security Appliance speeds Web Services traffic and minimises 
application latency. The XS40 is also easy to install and maintain. There’s no need for 
changes to network or application software. Nor do you need proprietary coding or 
application programming interfaces. 
 
The effective answer to XML threats

XML - the language of Web Services - is a groundbreaking way to connect diverse 
systems and applications. However, threats are still not well understood and XML tools 
haven’t been hardened against attack. Although no large scale exploitation of these 
vulnerabilities have occurred yet, it’s just a matter of time. This poses a considerable 
danger since Web Services penetrate traditional perimeter defences.

The conventional method of adding a security layer only adds weight to XML files 
which can demand extra processing resources. The XS40 solves this tussle between 
performance and protection in a convenient, out-of-the-box solution. 
 
XS40 Security Appliance capabilities

XML firewall 
Protects against vulnerabilities by acting as an XML proxy and performing 
comprehensive validity checks. 

XML Denial of Service protection 
One small XML message can instantly crash applications. The XS40 prevents this by 
validating all incoming requests. It will also provide valuable post-attack forensics.

Detailed interrogation 
Messages can be filtered, validated, encrypted, and signed. Supported technologies 
include WS-Security, WS-Trust, SAML, and LDAP. 

Field-level message security 
Implement security policies based on nearly any variable, including content, IP 
address, hostname, or other user-defined filters.

Web Services access control 
Controlled access to internal and external Web Services based applications. 

Service virtualisation 
Link partners to internal back-end resources while safeguarding location and 
configuration information. 

Secures and accelerates the 
performance of Web Services

> Do XML or Web Services integrate	
   with other parts of your business or	
   with partners?

> Are your developers exposing Web	
   Services to other company divisions	
   or to the internet?

> Do you have a Web Services 		
   security policy? If so, how do you  	
   manage it?

> Do you want centralised access 	
   control for all XML/Web Service 	
   requests?

> Are Web Services/SOA security	
   policies centrally enforced?

> Do you want a single SOA sign-on?

> Are your applications all consistently 	
   tracking evolving Web Service		
   security standards?

> What would a Denial of Service 	
   attack on those interfaces do to your 	
   business?

> Are your security people blocking 	
   your service implementations?

> Are you relying solely on IP firewalls	
   and SSL proxies to secure your 	
   XML/Web Services?

The XS40 is rack-mountable and 
connects via Ethernet
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Centralised, efficient control 
Centralised security functions simplify and lower the cost of management.

Secure portal connections 
The XS40 ensures strict access control of portals, supporting both legacy and 
emerging standards. 

Wire speed XML processing 
The message processing engine delivers wire speed performance for both XML to 
XML and XML to HTML transformations to increase throughput and decrease latency. 
The XS40 supports XML routing, XML pipeline processing, XML compression, XML/
XSL caching, as well as other processing capabilities. 
 
Take the fast track to SOA

The XS40 is one of three DataPower Appliances that assist the deployment and 
performance of Web Services. And since Web Services connect the different 
components of a Service Oriented Architecture, this makes SOA easier to attain. 

In essence, the Appliances can reduce the complexity of an SOA implementation. 
They provide a standardised way to connect separate applications and infrastructure 
while resolving the key issues of performance, security, integration and governance. As 
such, they offer a simple, practical and cost-effective approach to deployment that 
delivers immediate business returns and helps you benefit from SOA sooner. 
 
Talk to the SOA specialists

KAZ is one of the foremost practitioners of SOA in Australia and a leading reseller and 
implementer of IBM technologies. Our services assist you to maximise the potential of 
DataPower Appliances and the performance of your SOA. We help you to understand 
capacity and performance problems, resolve them, and reduce license and 
maintenance expenditure. 

For more information, contact your KAZ Client Executive or call 1300 665 722.

Two other DataPower Appliances are 
also available. 

The XA35 Acceleration Appliance is 
designed to substantially improve the 
speed of Web Services traffic.

XA35 Acceleration Appliance

XI50 Integration Appliance

The XI50 Integration Appliance melds 
acceleration and security functions 
with the ability to simplify and control 
XML integration across the enterprise.

All three DataPower Appliances are 
independent of software or hardware 
platforms and can fit seamlessly into 
any existing IT environment.
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